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ABSTRACT: Rapid advancements in deepfake technology have enabled the creation of highly 

convincing synthetic media, transforming it into a disinformation tool that threatens cybersecurity, 

public trust, and national resilience. This study analyzes deepfake through the lens of hybrid threats 

and its implications for Indonesia’s national resilience. Utilizing a qualitative systematic literature 

review with thematic content analysis, the study synthesized twenty one scholarly publications 

(2019-2024) from databases such as Scopus and IEEE Xplore. The results indicate that deepfake 

embodies a hybrid threat by combining information manipulation, technological exploitation, and 

psychological operations without military confrontation. Its impacts span ideological, political, 

social, economic, and defense security dimensions, notably through eroding public trust, 

intensifying social polarization, and weakening institutional legitimacy. Mitigating this threat 

requires an integrated strategy encompassing AI governance, regulatory adaptation, digital 

literacy, and multi stakeholder collaboration. Ultimately, this study contributes a conceptual 

framework linking synthetic media technology with hybrid threat strategic studies, which is highly 

relevant to the Indonesian context. 
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I. INTRODUCTION 

The rapid progress of artificial intelligence over the past decade has produced a class of 
synthetic media technologies commonly known as deepfake, capable of generating audio, 
image, and video content whose level of realism makes it increasingly difficult to separate from 
authentic recordings (Altuncu et al., 2024) [1]. What began as an experimental application of 
generative modeling has matured into an accessible toolkit: contemporary deepfake pipelines 
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require comparatively little technical expertise, computing cost has fallen, and open source 
generative architectures are now widely circulated, which together have accelerated both the 
volume and the sophistication of synthetic content in circulation. This trajectory illustrates that 
deepfake is no longer a narrow technical curiosity confined to computer vision laboratories, but 
a socio technical phenomenon with tangible consequences for the information environments 
that societies depend upon. 

The misuse of deepfake is no longer confined to entertainment or satire; it has developed into 
an instrument of disinformation, identity fraud, and information manipulation with the capacity 
to erode public trust and to compromise the integrity of digital ecosystems (Fernández Gambín 
et al., 2024) [2]. Fabricated statements attributed to public officials, manipulated evidentiary 
material, and synthetic impersonation used for financial fraud each demonstrate how the same 
underlying technology can be redirected from creative or commercial use toward coercive or 
deceptive ends. Because these harms often surface only after synthetic content has already 
circulated widely, deepfake magnifies the classic asymmetry between the speed of falsehood 
and the slower pace of verification, a dynamic that has direct bearing on national security once 
it is deployed deliberately and at scale. 

Security scholarship describes this broader shift as the transformation of threats to state 
security from the direct application of military force toward a combination of military and non 
military instruments, a configuration generally referred to as hybrid threats (Giannopoulos et 
al., 2021) [3]. A hybrid threat is deliberately designed to operate beneath the threshold of open 
armed conflict, blending cyberattacks, disinformation campaigns, economic pressure, and 
manipulation of public opinion so that an adversary's objectives can be pursued while formal 
attribution and conventional deterrence remain difficult to invoke (Bergaust & Sellevåg, 2023) 
[4]. Within such a configuration, information itself becomes a contested domain, and any 
technology capable of shaping what a population perceives to be true acquires strategic 
relevance independent of its original design intent. Deepfake, by virtue of its capacity to 
fabricate convincing evidence of events that never occurred, fits squarely within this category 
of instruments and therefore warrants sustained attention from the standpoint of state security 
rather than technology policy alone. 

For Indonesia, the relevant analytical frame is national resilience (ketahanan nasional), 
understood as the state's capacity to safeguard stability across the ideological, political, 
economic, social-cultural, and defense security dimensions against a diverse array of threats, 
including those originating in cyberspace and the information domain (Ikhsanni et al., 2024) [5]. 
National resilience in this sense is not limited to the physical protection of territory or 
institutions; it also encompasses the cohesion of public trust, the legitimacy of governance 
processes, and the capacity of citizens to make informed judgments in an increasingly mediated 
public sphere. The dissemination of deepfake based falsehoods has the potential to erode 
public confidence in state institutions, deepen social polarization, and distort public policy 
deliberation whenever such content is not identified and countered in a timely manner (Deppe 
& Schaal, 2024) [6]. Under conditions of political contestation or national crisis, when public 
attention is heightened and verification capacity is often stretched thin, this vulnerability 
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becomes especially acute, which underscores the urgency of strengthening national resilience 
against artificial intelligence enabled threats. 

Existing scholarship on deepfake nevertheless remains dominated by technical concerns, 
particularly the mechanisms of content generation and the corresponding methods for 
automated detection (Abbas & Taeihagh, 2024) [7]. Studies that explicitly connect deepfake 
with the conceptual apparatus of hybrid threats, and that trace its implications for Indonesia's 
national resilience specifically, remain comparatively limited, leaving a gap between the rapidly 
evolving technical literature and the strategic studies literature that is tasked with interpreting 
such developments for policy purposes. Much of the available detection oriented literature 
treats deepfake primarily as an engineering problem to be solved through improved classifiers 
and larger training datasets, an emphasis that, while valuable, tends to bracket out the political, 
social, and institutional consequences that unfold once synthetic content escapes the 
laboratory and enters a contested public sphere. Bridging this gap is not merely an academic 
exercise: the pace at which generative AI capability continues to improve suggests that the 
strategic significance of deepfake is likely to grow rather than diminish, which makes early 
conceptual clarity a prerequisite for coherent policy design rather than an optional refinement. 

This study addresses that gap through a qualitative library research approach, and is intended 
to analyze deepfake from the perspective of hybrid threats to Indonesia's national resilience so 
as to contribute a conceptual foundation for the further development of defense studies 
scholarship and to inform the design of policy responses appropriate to the Indonesian context. 
Three questions guide the analysis that follows: first, which characteristics of deepfake justify 
its classification as an instrument of hybrid threats; second, across which dimensions of national 
resilience are the consequences of deepfake most acutely felt; and third, what combination of 
governance, regulatory, and societal measures is most consistent with the existing literature on 
countering synthetic media risk. By organizing the discussion around these three questions, this 
study aims to move beyond a purely descriptive account of deepfake technology toward an 
analytically structured contribution that strategic studies scholars and policymakers alike can 
draw upon. 

II. METHOD 

This study employed a qualitative approach using the library research method, which 

concentrates analytical attention on the synthesis of scholarly publications concerning 
deepfake, hybrid threats, and national resilience rather than on the collection of primary 

field data (Snyder, 2019) [8]. Library research of this kind is well suited to a topic whose 
empirical manifestations are widely dispersed across disciplines, since it allows the 

researcher to construct a coherent conceptual framework through the systematic 

identification, evaluation, and integration of previously published findings (Snyder, 2019) 
[8]. This methodological choice reflects the exploratory conceptual nature of the research 

problem, in which the primary task is to connect two bodies of knowledge, namely the 

technical literature on synthetic media and the strategic studies literature on hybrid threats 
and national resilience, that have so far developed largely in isolation from one another. 
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The search and selection of literature followed procedures adapted from the PRISMA 2020 

reporting guideline, which structures a review into successive stages of identification, 
screening, eligibility assessment, and inclusion so that the process of literature selection 

remains transparent and reproducible (Page et al., 2021) [9]. Consistent with this guideline, 

the flow of records was documented at each stage using the logic embedded in the 
PRISMA2020 flow diagram framework, which was designed to make the reporting of 

systematic reviews more consistent and auditable (Haddaway et al., 2022) [10]. Systematic 
search procedures of this type were selected because they reduce the risk of selective or 

unrepresentative citation, a risk that is particularly salient for a rapidly evolving topic such 

as artificial intelligence enabled disinformation, where the literature published in any given 
year can differ substantially from that of the year before (Xiao & Watson, 2019) [11]. 

The data sources consisted of national and international journal articles, conference 
proceedings, academic books, policy documents, and reports issued by international 

organizations, provided that each source bore a demonstrable relevance to deepfake, hybrid 

threats, or national resilience. The search was conducted across the Scopus, ScienceDirect, 
SpringerLink, Taylor & Francis Online, IEEE Xplore, Google Scholar, and Garuda databases 

using combinations of the keywords "deepfake," "synthetic media," "hybrid threat," "hybrid 

interference," "artificial intelligence," and "national resilience." The literature search was 
limited to publications from 2019 through 2024 in order to capture the period in which 

generative AI capability, and consequently deepfake related risk, expanded most rapidly, 

while still allowing inclusion of foundational conceptual sources published slightly earlier 
when these remained the most authoritative statement of a given concept. 

Records retrieved through the initial search were screened in three stages. At the 
identification stage, duplicate records and sources without any demonstrable relevance to 

the research focus were removed. At the screening stage, titles and abstracts were reviewed 

against the inclusion criteria, namely thematic relevance to deepfake, hybrid threats, or 
national resilience; publication in a peer reviewed or otherwise credible outlet; and 

availability of the full text. At the eligibility stage, the remaining full texts were assessed for 
methodological transparency and for the substantive contribution each source could make 

to the conceptual synthesis, following the extraction and presentation logic recommended 

for reviews of this kind (Pollock et al., 2023) [12]. Twenty one sources satisfied all inclusion 
criteria and were retained as the analytical corpus for this study; sources without a traceable 

digital object identifier, or whose bibliographic details could not be independently verified, 

were excluded at this stage to preserve the accuracy of citation. 

The retained literature was analyzed using qualitative thematic content analysis, following 

the coding, categorization, interpretation, and synthesis procedure through which recurring 
patterns of meaning are identified across a body of text (Braun & Clarke, 2006) [13]. Coding 

began with open, line by line labeling of statements concerning the technical characteristics 

of deepfake, the conceptual features of hybrid threats, and the dimensions of national 
resilience; related codes were then grouped into broader categories, and categories were 

iteratively compared across sources until three stable analytical themes emerged, 
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corresponding to the three subsections presented in the following section. This technique 

was applied to trace the conceptual linkage between deepfake technology development, the 
defining characteristics of hybrid threats, and the corresponding implications for Indonesia's 

national resilience, thereby producing a systematic conceptual construction rather than a 

purely descriptive summary of the literature. 

To strengthen the trustworthiness of this qualitative synthesis, coding decisions were cross-

checked against the original source text on at least two occasions, and any statement whose 
interpretation remained ambiguous after re-reading was either discarded or coded 

conservatively rather than forced into a predetermined category. This study is nevertheless 

subject to certain limitations inherent in the library research design. Because the analysis 
relies exclusively on secondary, previously published material, it cannot independently verify 

the empirical claims made within each source, and the conceptual synthesis presented here 
should accordingly be read as a structured interpretation of the existing literature rather 

than as a report of new primary evidence. In addition, restricting the search to English and 

Indonesian language sources indexed in the databases listed above may have excluded 
relevant work published in other languages or through informal channels, a limitation 

common to library research of this kind and one that future studies incorporating primary 

or comparative data collection could help to address. 

III. RESULT AND DISCUSSION 

The Characteristics of Deepfake as a Hybrid Threat 

The development of deepfake technology shows that AI based synthetic media has evolved 

from simple visual manipulation into a capability that can produce audio, image, and video 

representations of high realism, making such content increasingly difficult to distinguish 
from authentic material (Altuncu et al., 2024) [1]. This progression has been driven in large 

part by advances in generative modeling architectures, which have simultaneously improved 
output fidelity and lowered the barrier to entry for content creation, so that the production 

of convincing synthetic media no longer requires the specialized expertise it once did (Alanazi 

& Asif, 2024) [14]. The convergence of these two trends, rising realism and falling technical 
cost, marks the point at which deepfake shifted from a laboratory curiosity into a technology 

with genuine strategic value in the digital security environment. 

The threat character of deepfake does not rest solely on its capacity to falsify an individual's 
identity, it extends to its capacity to shape public perception by circulating information that 

appears credible within digital spaces (Sandoval et al., 2024) [15]. This dual capacity is what 
positions deepfake within the category of hybrid threats, because it is able to combine 

information manipulation, exploitation of digital technology, and psychological operation in 

order to influence the social and political stability of a state without resorting to direct armed 
confrontation (Bergaust & Sellevåg, 2023) [4]. Consequently, the primary target of deepfake 

enabled operations is not confined to information systems in the technical sense, it also 

encompasses the cognitive space of a society, that is, the collective judgments and 
perceptions through which citizens interpret political and social reality. 
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The use of deepfake in contemporary conflict settings demonstrates that the technology is 

increasingly deployed as a vehicle for disinformation, identity concealment, digital fraud, and 
influence operations directed at public opinion (Shoaib et al., 2023) [16]. Its integration with 

social media platforms accelerates the circulation of synthetic content, thereby expanding 

the window during which a false perception can take hold before verification by the public 
or by relevant authorities becomes possible. This dynamic illustrates that deepfake displays 

characteristics consistent with the multidimensional threat pattern that defines the hybrid 
threat concept, in which no single countermeasure, whether technical, legal, or societal, is 

sufficient on its own. 

The threat character of deepfake becomes further compounded because it is able to exploit 
technological weaknesses, user behavior, and low digital literacy simultaneously, so that the 

resulting impact is not merely technical but also social, political, economic, and security 
related in nature (Seow et al., 2022) [17]. This compounding effect indicates that deepfake 

can no longer be positioned solely as a cybersecurity issue, it should instead be treated as 

part of a strategic threat that requires a multidisciplinary approach within the framework of 
national resilience (Abbas & Taeihagh, 2024) [7]. These characteristics form the analytical 

foundation for examining the implications of deepfake for Indonesia's national resilience in 

the following subsection. 

Implications of Deepfake for Indonesia's National Resilience 

The development of deepfake technology has broadened the spectrum of threats to 
information security, because synthetic media is capable of producing visual and audio 

representations that are difficult to distinguish from authentic information, thereby 

increasing the complexity of information verification in the digital space (Fernández Gambín 
et al., 2024) [2]. This characteristic means that the dissemination of false information not 

only spreads more rapidly, but is also more readily accepted by the public because it is 

supported by visual and audio quality that closely resembles genuine conditions. This shift 
demonstrates that deepfake has become a threat to the information systems that underpin 

national resilience, since a resilient state ultimately depends on a public sphere in which 
citizens can distinguish credible information from fabricated content. 

The political dimension experiences a marked increase in vulnerability once deepfake is 

deployed to construct narratives that shape public perception of political actors, state 
institutions, or the democratic process itself (Deppe & Schaal, 2024) [6]. Artificial intelligence 

based information manipulation has the potential to diminish public trust in official 
information, thereby widening the space in which disinformation and social polarization can 

flourish, particularly during periods of political contestation or national crisis. This condition 

demonstrates that the information space has become one of the strategic elements in 
maintaining national stability, since a decline in trust toward formal information channels 

tends to be filled by unverified or deliberately fabricated alternatives. 

The implication for the social dimension is visible in the growing difficulty citizens face in 
distinguishing authentic from synthetic information as the quality of deepfake increasingly 
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resembles genuine content (Ma et al., 2024) [18]. A diminished capacity for information 

verification can accelerate the spread of hoaxes, reinforce social polarization, and shape 
collective perceptions that diverge from factual reality, thereby affecting social cohesion as 

one of the essential elements of national resilience. This dynamic shows that the threat 

posed by deepfake is determined not only by the sophistication of the underlying 
technology, but also by the level of digital literacy present within society, since the same 

synthetic content will have markedly different effects depending on the audience's capacity 
for critical evaluation. 

The economic dimension is affected in a comparatively less visible but no less consequential 

manner, since deepfake enabled fraud, including synthetic voice or video impersonation 
used to authorize fraudulent financial transactions or to damage the reputation of corporate 

actors, imposes direct material costs while also eroding the confidence that underpins digital 
commerce and financial technology adoption (Ma et al., 2024) [18]. Where public confidence 

in digital transactions declines, the broader digital economy, which Indonesia has identified 

as a strategic growth sector, may see its expansion constrained by a fundamentally 
information security problem rather than a purely economic one, illustrating how the 

boundaries between the economic and information dimensions of national resilience have 

become increasingly porous in the AI era. 

The defense and security dimension confronts new challenges once deepfake is employed 

as part of information operations that support digital propaganda, identity manipulation, or 
attacks on the credibility of state institutions (Ikhsanni et al., 2024) [5]. The complexity of 

this threat indicates that strengthening national resilience requires the integration of 

synthetic-media detection capability, stronger information governance, and enhanced 
cybersecurity capacity in order to reduce the impact of AI based information operations, in 

line with the broader conceptual understanding of hybrid threats as instruments deliberately 

designed to remain below the threshold of armed conflict while still producing strategically 
significant effects (Giannopoulos et al., 2021) [3]. Taken together, these implications show 

that deepfake has developed into a multidimensional threat that requires a cross-sectoral 
response within the framework of national resilience. 

Strategies for Strengthening National Resilience against Deepfake Threats 

Strengthening national resilience against deepfake requires an artificial intelligence 
governance framework capable of integrating regulation, accountability, transparency, and 

risk mitigation into the management of synthetic media (Novelli et al., 2024) [19]. The 
development of generative technology indicates that policy effectiveness is determined not 

only by the capacity to identify manipulated content, but also by oversight mechanisms able 

to ensure that all relevant stakeholders comply with digital security standards. This dynamic 
shows that technology governance is an integral part of strengthening national resilience, 

since regulation designed without corresponding institutional capacity for enforcement is 

unlikely to keep pace with the speed at which generative technology continues to evolve. 

Strengthening regulation is a critical component given that deepfake development proceeds 
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more rapidly than the adaptation of legal instruments governing the misuse of artificial 

intelligence in the digital space (Broinowski & Martin, 2024) [20]. The absence of instruments 
specifically tailored to synthetic media widens the space in which such technology can be 

misused for disinformation, political manipulation, or attacks on the legitimacy of state 

institutions. This condition demonstrates that synchronizing regulatory frameworks with the 
pace of technological development constitutes a precondition for strengthening national 

resilience, particularly in a jurisdiction such as Indonesia where digital governance 
instruments remain under active development. 

National resilience is likewise shaped by society's capacity to recognize the characteristics of 

digital information, which positions digital literacy as a strategic instrument for reducing the 
impact of deepfake dissemination (Alanazi & Asif, 2024) [14]. Improving the public's ability 

to verify information and to identify AI manipulated content contributes to the formation of 
an information space that is more resilient to AI based disinformation. This condition 

indicates that strengthening societal capacity is an inseparable part of any strategy for 

confronting hybrid threats, since technical detection tools alone cannot substitute for a 
public capable of exercising informed skepticism toward the content it encounters. 

Strengthening national resilience requires collaboration among government, industry, 

academia, digital-platform providers, and the public in building mechanisms of oversight and 
accountability for the use of artificial intelligence (Passos et al., 2024) [21]. Such a 

collaborative approach enables the development of ethical standards, synthetic-media 
labeling mechanisms, and stronger accountability among technology developers, so that the 

risk of deepfake misuse can be minimized in a more systematic manner (Sandoval et al., 

2024) [15]. Detection research further suggests that technical countermeasures alone, 
however accurate under laboratory conditions, tend to lag behind the pace at which new 

generative techniques emerge, which reinforces the case for treating detection technology 

as one component of a wider resilience strategy rather than as a stand alone solution (Passos 
et al., 2024) [21]. 

In the Indonesian context specifically, this multidimensional strategy implies concrete 
institutional tasks: harmonizing existing electronic information and data-protection 

regulations with emerging synthetic media risks, building detection and verification capacity 

within relevant government bodies and media organizations, embedding digital and AI 
literacy content within formal education pathways, and establishing coordination channels 

between the state, digital platforms, and civil society organizations so that emerging 

deepfake incidents can be identified and addressed before they escalate into broader crises 
of public trust. Taken together, this analysis indicates that strengthening national resilience 

against deepfake threats requires the integration of technology governance, regulation, 
digital literacy, and cross sectoral collaboration as a single, sustained strategic effort, rather 

than as a set of isolated interventions pursued independently of one another. 

IV. CONCLUSION 

The development of deepfake technology has transformed the character of digital threats 
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into something considerably more complex through its capacity to generate manipulated 

audio, image, and video content that is difficult to distinguish from authentic information. 
This characteristic positions deepfake within the category of hybrid threats, since it exploits 

the information space to shape public perception, manufacture disinformation, and disrupt 

stability without resorting directly to military force. The status of deepfake as a non 
conventional threat demonstrates that the advance of digital technology has, in turn, 

broadened the spectrum of threats to Indonesia's national resilience. 

The implications of deepfake for national resilience are not confined to cybersecurity, they 

also extend to the ideological, political, social, economic, and defense-security dimensions 

through the dissemination of manipulative information capable of eroding public trust and 
reinforcing societal polarization. This condition shows that a vulnerability located within the 

information space can evolve into a strategic vulnerability if it is not matched by adequate 
capability in detection, verification, and information management. This dynamic reaffirms 

that national resilience in the digital era is heavily shaped by the capacity of both the state 

and society to confront artificial intelligence based threats. 

Strengthening national resilience against deepfake threats requires a multidimensional 

approach that integrates artificial intelligence governance, regulation, cybersecurity, digital 

literacy, and collaboration among stakeholders. The integration of these components builds 
a national capacity that is more adaptive to the evolving character of hybrid threats while 

simultaneously enhancing the resilience of the national information space. This study 
demonstrates that the management of deepfake related risk can no longer be regarded as a 

purely technological issue, it must instead be understood as part of a broader strategy for 

sustaining Indonesia's national resilience amid the transformation of the global security 
environment. Future research would benefit from complementing this conceptual synthesis 

with empirical case studies of deepfake incidents in the Indonesian context, so as to test and 

refine the framework proposed here. 
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